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O0o3Ha4YeHNs U COKpaALLlCeHUS

NCIIn — undpopmainmonHas cucTeMa MepCcoOHaIbHbIX IaHHBIX.

HC/I - HeCaHKIIMOHUPOBAHHBIN JTOCTYII.

II/IH — nmepcoHanbHBIE TAHHBIE.

IonuTuka — noauTHKa 00pPa30BATENBHBIX YUPEKACHUN B OTHOIICHUU
00pabOTKH MEPCOHATbHBIX TAHHBIX.

C3IIIH — cucrtema 3alMThl NIEPCOHATBHBIX JaHHBIX.

T3KHU — texHuueckas 3anuTa KoHQUACHIIMAIbHOU HHpOpMaIuu.

TC — TexHU4YeCcKOE CPeICTBO.



TepMuHbI U onpeaeIeHUs

ABTOMATH3MPOBAHHAA 00pad0TKa MNEPCOHAJIBHBIX JAHHBIX —
00paboTKa MEPCOHATBHBIX JAHHBIX C MOMOIIBIO CPEJCTB BBIYUCIUTEIbHON
TEXHUKHU.

be3zonacnocts  uHpopManmmm  —  COCTOSHME  3alIMIIEHHOCTH
uHbOpMaIH, XapaKTepU3yeMoe CIOCOOHOCThIO TEXHHUYECKUX CPEACTB H
WH(QOPMAITMOHHBIX ~ TEXHOJIOTHA  00ecrmeunBaTh  KOH(HICHIINATLHOCTD,
[EJIOCTHOCTh U JIOCTYITHOCTh MH(OPMAIIMU MPU €€ 00padOTKE TEXHUUECKUMU
CpEACTBaMH.

Bupyc (KOMOBIOTEpHBIH, NPOrPAMMHBIA) —  HCIOJHIEMbIN
MIPOrpaMMHBIN KO/ UM UHTEPIPETUPYEMBI HAOOp MHCTPYKIUM, 001 a0
CBOMCTBaMHU HECaHKIIMOHUPOBAHHOTO pacnpoCTpaHeHus U
camoBoctipousBesieHus. Co3/laHHbIe JTyOJIMKAThl KOMITBIOTEPHOTO BUpyca HE
BCErJa COBNAJAIOT C OPUTHHAJIOM, HO COXpPAaHSIOT CIIOCOOHOCTh K
JAJIbHEHNIIIEMY PaclpOCTPaHEHUIO M CaMOBOCITPOU3BEICHHUIO.

Bpenonocnas mnporpamMmma — nporpaMma, NOpeAHa3HAUYCHHAs ISt
OCYILECTBJICHUSI HECAHKIIMOHUPOBAHHOIO JOCTyNa W (WJK) BO3IECUCTBUS Ha
MEPCOHANIbHBIE  JaHHBIE WJIM PECYpChl MHMOPMAIMOHHOW  CHCTEMBI
MEPCOHAJIBHBIX TAHHBIX.

Hoctyn k uHGoOpMaAIMH — BO3MOKHOCTh MOJYy4YeHUST UHPOPMAIIUU U €
MCIIOJIb30BaHUA.

3amumaemasi nngopmanus — nHGoOpMaIUsl, SBISIONMIASICS TPEAMETOM
COOCTBEHHOCTH W TOJJIeKaIas 3alliTe B COOTBETCTBHHU C TPEOOBAHHSIMU
MPaBOBBIX  JIOKYMEHTOB  WJIM  TpeOOBaHUSIMH,  YCTaHABIWBACMbBIMU

COOCTBEHHMKOM UH(POPMALIHH.



NudopmannoHHas cucTeMa NepCcOHATbHBIX JAHHBIX — COBOKYITHOCTb
coJiepKanuxcs B 0a3ax TaHHBIX MEPCOHAIBHBIX JAHHBIX U 00€CTIEYNBAIOIIIX
ux 00paboTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKHUX CPEJICTB.

HcTounuk yrpo3sl 0e3onacHocTd mHGpopManum — CyObEKT J0CTyMa,
MaTepHalbHBIA OOBEKT WK (DU3UYECKOE SIBJICHUE, SIBISIOIIMECS MPUYHMHON
BO3HMKHOBEHUS yTpo3bl 0€30MacCHOCTH HH(MOpMAIUH.

Haxonuregbr HHpOpMaLUM — YCTPOWCTBO, MNPEAHA3HAYEHHOE IS
3amucu W (WIM) YTeHWs WHOOpMAIlUM Ha HOCUTENIh WHGOPMAIIHH.
Hakonutens uHpOpManuMu KOHCTPYKTUBHO MOXET COJAEpXaTb B cede
HEOTUYKJAEMbIid HOCUTENb MH(OpPMALMU, TUOO MOXKET ObITh IpeIHA3HAYEH
JUI.  UCNOJb30BAaHUS CMEHHBIX HocuTened uHpopmauun. Haxonurenu
NOJIPA3EISIIOTCA HAa BCTPOEHHBIE (B KOHCTPYKTHBE CHUCTEMHOIO OJIOKa) U
BHEIIHUE (MIOJICOEAUHSAEMBIE Yepe3 TMOopT). BcTpoeHHblE HaKOMUTEIH
NOJIPA3EISAIOTCS. HA CbEMHBIE U HECHEMHBIE.

Hapymurenb 0€30nacHOCTH NMEPCOHATIBHBIX JAHHBIX — (PU3HYECKOE
JIMLO0, CIIYYailHO WJIM MPEAHAMEPEHHO COBEPILIAOIIEE ACUCTBUS, CIEICTBUEM
KOTOPBIX SIBJISIETCS HapylIeHHE O€30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX MPHU
ux oOpaboTke (B TOM 4UHCIE TEXHHYECKUMHU  CpEICTBaMH) B
UH(GOPMAILIMOHHBIX CUCTEMaX MEPCOHATbHBIX JaHHBIX.

HecaHKUuOHUPOBaHHBII HOCTYII (HeCAaHKIIMOHUPOBAHHbIE
JAedcTBUA) — JOCTyn K HWHGOpPMAIMHM WU JACUCTBUS C HH(POPMAIIUECH,
OCYULIECTBJISIEMbIE C HApyUIEHUEM YCTAHOBJIEHHBIX MpaB W (WJM) TMPaBUI
nocTyna K uH(popManuu win JeUCTBUNA C HEW ¢ MPUMEHEHHEM IITaTHBIX
CpeACTB HMH(OPMALMOHHOW CHCTEMbl WM CPEICTB, AHAJIOTHMYHBIX MM IIO
CBOUM (YyHKLIHOHATBHOMY peIHa3HaYeHUIO U TEXHUYECKUM
XapaKTEPUCTHKAM.

Hocutens undgopmanum — Gusnueckuii 0OBEKT, NMpeaHA3HAYCHHBIN

JUTsl XpaHeHus1 uHpopMaIuu.



OO0paboTka mepcoHAJBLHBIX JAHHBIX — JIO0OE AcCTBUE (Omepars)
WJIU COBOKYITHOCTH JIEUCTBUH (OIeparinii), COBEpIIAEMbIX C UCOIb30BAHUEM
CPEIICTB aBTOMaTH3allMd WM 0e3 HCIOJIb30BAHUS TaKUX CPEACTB C
NEPCOHAIHBIMU JTaHHBIMH, BKJIO4Yas cOOp, 3aluch, CHUCTEMATHU3ALMIO,
HAKOIUJICHUE, XpaHEHUE, yTOUHeHHe (0OHOBIIEHHUE, U3MEHEHHE), U3BJICUCHUE,
UCIIOJIb30BaHUE, Tepenayy (pacnpocTpaHEHUe, MpeloCTaBIEHUE, JOCTYM),
o0e3nuuruBaHue, OJIOKMUPOBAHUE, YyJAJICHHE, YHHUUTOXXEHHE MEPCOHATbHBIX
JTAHHBIX.

Oneparop — TOCYIapCTBEHHBIM OpraH, MYHULUWIAJIBHBIA OPTaH,
IOpUIMYECKOE WM (DPU3UYECKOE JIMIO, CAMOCTOSITENBHO WJIM COBMECTHO C
JPYTUMU JIMIIaMU OpraHu3ylomue W (WiM) OCYIIECTBISOmUe 00paboTKy
NEPCOHANIBHBIX JIaHHBIX, A TaKXe ONpeNesAlre Leau o00padoTKu
MEPCOHAIBHBIX JAHHBIX, COCTAB IMEPCOHAJBHBIX JAHHBIX, MOMJICKAIINX
oOpaboTke, nedcTBUs (Omepaluu), COBEpIIAEMbIE C IEPCOHAIBHBIMU
JTAHHBIMH.

IlepexBar (MH(pOpMaLMK) — HETIPABOMEPHOE TMOIyYeHUE HH(POPMAIIUU
C  HCHOJB30BAHMEM  TEXHUYECKOIO  CPEACTBA,  OCYILECTBIISIIOLIETO
oOHapy>KeHue, IprueM U 00paboTKy HH(OOPMATUBHBIX CUTHAJIOB.

IlepconanibHbIe JaHHBbIE — JIF00ast MHGOPMAIIHS, OTHOCAIIASCS K TIPSIMO
WIM KOCBEHHO OMNPENIEJICHHOMY WIIA OIpeAensieMoMy (U3NYECKOMY JIUILY
(cyOBEKTY MepCOHANIbHBIX JaHHBIX).

IMosb30BaTe b HHPOPMALMOHHON CUCTEMbI NEPCOHATBHBIX TAHHBIX
— JIMIO, Y4YacTBylolee B (YYHKIMOHUPOBAHUU HH(POPMALMOHHON CHUCTEMBI
NMEPCOHAIBHBIX  JAaHHBIX WM  HCHOOJB3YyIOUIEE  pe3yJibTaThl €€
(GyHKUIMOHUPOBAHMUS.

Pacnpocrpanenue MEePCOHAIBHBIX AAHHBbIX — JCVCTBUA,

HalpaBJICHHBIC Ha PACKPBITHC IICPCOHAJIBHBIX JaHHBIX HCOIIPCACICHHOMY

KpyTy JIULI.



CucremMa 3amUTHI  MEPCOHAJBHBIX  JAHHBIX —  KOMIUIEKC
OpPraHM3allMOHHBIX MEp U MPOTPaAaMMHO-TEXHHYECKUX (B TOM 4YHUCIHE
Kpuntorpadguueckux) CpeacTB odecnedeHus 0e30macHOCTH MHGOpPMalUU B
NCTIH.

TexHuyeckue cpeacTrsa HHPOPMAUUOHHOM CUCTEMbI MEPCOHAIBbHBIX
JAHHBIX — CPEICTBAa BBIUUCIUTEIBHOM TEXHHKH, HHPOPMALMOHHO-
BBIUMCIIUTENbHBIE KOMIUIEKCHI M CETH, CpPEJICTBA M CHCTEMBI Iepenayd,
npuemMa U O0O0pabOTKM TMEpPCOHAIBbHBIX JaHHBIX (CpeicTBa U CHUCTEMBI
3BYKO3AIUCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOM3BEICHUS, MEPErOBOPHBIC H
TEJICBU3MOHHBIE YCTPONCTBA, CPEACTBA W3TOTOBIEHUS, THPAKUPOBAHHUS
JOKYMEHTOB U Jpyrue TEXHUYECKHE CpelcTBa OO0pabOTKH peueBOH,
rpaguueckoil, Buaeo- U OyKBEeHHO-LIM(PPOBON MH(OpMaALK), TPOrpaMMHBIE
cpeacTBa (OnepanroHHbIE CUCTEMBI, CUCTEMBI YIIPaBJIECHUS Oa3aMu JaHHBIX U
T.I.), CPEACTBA 3AIIUTHI UH(POPMALIHH.

TexHuyeckuil KaHaJd YyYTe4kd HMHPOPMAUMHM — COBOKYIIHOCTb
HOocUTeNns wuHpopManuu (cpeicTBa 00pabOTKU), (U3MUECKOW Cpeibl
pacmpocTpaHeHus WH(GOPMATUBHOTO CHUTHAJa H  CPEICTB, KOTOPBIMH
noObIBaeTCs 3amuiaeMas iHQopMarus.

¥Yrpo3sl 0€30IaCHOCTH MEePCOHAJBHBIX JAHHBIX — COBOKYIHOCTH
yCIOBUM M (PaKTOPOB, CO3MAIONIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B
TOM YHCJIE CIIy4allHOTO, JOCTYIa K MEPCOHAIBHBIM JIaHHBIM, PE3yJIbTaTOM
KOTOPOTO MOKET CTaTh YHHUYTOXKECHHE, W3MEHEHHE, OJOKHUpOBaHUE,
KONMUPOBAHUE, PACIPOCTPAHEHHE MEPCOHANBHBIX MTaHHBIX, a TaK)Ke HHBIX
HECAaHKIIMOHUPOBAHHBIX JCUCTBUI MpU BX 00paboTke B MHPOPMAIIMOHHON
CHCTEME MIEPCOHANTBHBIX JaHHBIX.

YHUYTOKEHUE TEePCOHAIbHBIX AAHHBIX — JICWCTBHS, B PE3yibTaTe
KOTOPBIX ~ CTAaHOBUTCS  HEBO3MOXHBIM  BOCCTAHOBUTH  COJEpIKaHHE

NEpCOHAJIbHBIX JAaHHBIX B HH(bOpMaHHOHHOﬁ CUCTCME TICPCOHAJIBHBIX



JAHHBIX W (Wau) B pe3yJbTare KOTOPBIX YHUYTOXKAKOTCS MaTepUabHbIE
HOCHUTEIU NEPCOHATBHBIX JIAHHBIX.

Yreuka (3amuimaemMoi) MHGOPMANUM MO0 TEXHUYECKHUM KaHAJIaM —
HEKOHTPOJMPYEMOE  paclpocTpaHeHne HHPOPMaUA  OT  HOCHUTENSA
3amuinaeMor uHGopManuu 4Yepe3 (U3MYECKYIO Cpedy [0 TEeXHHYECKOTO

CpCaACTBA, OCYIICCTBIIATOIICTO IICPCXBAT I/IH(i)OpMaHI/II/I.



1. OcCHOBHBIC MMOJIOKEHUS

1.1. Hacrosmas IlonuThka ycCTaHaBIIMBaeT MOPSAOK OpTraHU3aIlluud U
npoBeneHuss pador mo 3amure uHbopmanuu B MCII/IH, co3maBaeMbIX U

skcrutyatupyembix B TAOY AI1O UPP I10 (nanee - UucTUTyT).

1.2. TpeboBanus Hactosimeidl [loauTUKK pacmpoCTpaHsIOTCS Ha 3allUTy
UHQOpPMAllMM C OrPaHWYEHHBIM JOCTYIIOM, OTHECEHHOM K HH(popMaluy,

coctasysironiei [1J1H.

1.3. Tlomutuka sBISETCS JOMOJIHEHWEM K JeHCTByromuM B PO
HOPMATHBHBIM JIOKYMEHTaM II0 BoOIIpocaM oOecrieueHrs HHGOpMalmoOHHON
oc3zomacHocTy IIJ[H, W He WHCKIIOYAEeT O00S3aTCIHLHOTO BBINOJHCHUS HX

TpeOOBaHUM.

1.4. TlomuTuka CIYy>KAT OCHOBOM  JIJIs1  pa3pabOTKU  KOMILIEKCA
OpPraHM3AIIMOHHBIX W TEXHUYECKUX MEp MO O0ecnedyeHur0 MH(POpPMaAIMOHHOMN
6esonacHoctu [1J[H MHcTuTyTE, a Takke HOPMATUBHBIX M METOJAMYECKUX

JAOKYMCHTOB, O6CCH€‘II/IBaIOH_II/IX €C pcain3aluro.

1.5. TlonuTuka ompenemnseT CJIEeIYIOIUEe OCHOBHBIE BOMPOCHI 3aIUTHI
UH(pOPMaIUH:
—  OCHOBHBIC TIPHHIMIIEI W TPeOOBaHUSA IO 3aluTe WHGOPMAIUH,

coctasysironien [1/1H,

—  TNOpANOK OpraHM3alMd M TPOBEIACHHUA padoT MO  3aluTe
uHbopMaIuH,

—  TopsAoK oOecredeHus 3aliThl MHQOpPMAIMU TPH SKCIUTyaTal|uu
NCTI/H,

—  TMOPSAIOK OpraHu3aliy JEJIONPOU3BOACTBA, XPAHEHUSI U OOpalleHus

HAKOMUTENEN U HOcUTeNel HHPOPMALIUK.



2. IlpunHnumnb obecneveHust 3aIUTHI HHPOPMAIUH, COCTABJISIIOLIENH
NepCcoHATbHbIE JaHHbIE

3ammra naHGOpManuu, cocrapistomniei [1J{H momKkHa OCyIeCTBIATHCS B
COOTBETCTBHHU CO CIEAYIOIIMMH OCHOBHBIMHU IPUHIUIIAMMU:

2.1. 3akOHHOCTh — mpeAnojaraeT obecnedenue 3ammThl [1/lH B
COOTBETCTBHHM C JIEUCTBYIOIIUM B P® 3aKOHOAATENBCTBOM U HOPMATHBHBIMHU
aktamMu B oOnactu 3ammThl [IJIH. Tlonp3oBarenu u  OOCTYKHBAIOIIUI
nepconan MCIIJIH nomkHbl OBITH OCBEIOMJICHBI O MpaBUIaX U TOPSAKE
paboTbl ¢ 3amumaeMoil uH@oOpManued U 00 OTBETCTBEHHOCTH 3a UX
HapyIIeHHE.

2.2. CUCTEMHOCTh — TMPEAToiaracT y4eT BCEX B3aWMOCBS3aHHBIX,
B3aMMO/JICHCTBYIOIIUX U U3MEHSIOIIMNXCS BO BPEMEHU 3JIEMEHTOB, YCIOBUW U
(hakTOpOB, CYIIECTBEHHO 3HAYUMBIX i1 TOHUMAHUS U PEUICHUs MPOOJIeMbI
obecnieueHus 6ezomacHoctu [11n UCITdH.

2.3. KommiekCHOCTh — TMpe/mnoiaraeT COTJIACOBAaHHOE MPUMEHEHUE
Pa3HOPOAHBIX CPEACTB M CHUCTEM MPU MOCTPOCHUM KOMIUIEKCHOW CUCTEMBI
3alUThl  MHGOpPMAIMK, TEPEeKPhIBAIOIICH BCE CYIECTBEHHBIC KaHAJIbI
peanu3aliuy yrpo3 U He cojJiepxkalieid ciabblX MECT Ha CThIKaX OTJEIbHBIX €€
KOMITOHEHTOB. J[JIsi KaX70ro KaHamda yTedykd WMHGOpMAIMH U JUIS KaKIoh
yrpo3bl  0O€30MacCHOCTH JOHKHO CYIIECTBOBATH HECKOJIBKO — 3alllUTHBIX
pyoexeil. Co3gaHue 3alIUTHBIX pPyOekel OCYIIECTBISIETCS C Y4€TOM TOTO,
yTOOBl 11 WX TPEOJOJICHHUS TOTEHIUATBHOMY  3J0YMBIILICHHUKY
TpeOOBaIUCH npodecCUOHANIbHBIC HaBBIKU B HECKOJIBKUX
HEB3alMOCBSI3aHHBIX 001aCTX.

2.4. HenpepsiBHOCTh — Tipeanonaraet pyukiuonupoBanue C3I1/1u B
BHUJIC HEMPEPHIBHOTO IIEJICHANPABICHHOTO Mpoliecca, MPearnoarariiero
NPUHATHE COOTBETCTBYIOIIMX MEP HA BCEX HJTamax MXKU3HEHHOTO IIHMKJa

NCIIOu. WCIIJIH no/mKHBI HAaXOAMTHCS B 3allUIICHHOM COCTOSHHU Ha
10



MPOTSHKEHUU BCETO BPEeMEHU MX (DYHKITMOHHPOBaHUA. B cOOTBETCTBUU € ATUM
NPUHLIUIOM JIOJDKHBI TMPUHUMATBCA MEpPhl HE JOMYCKAIOLIUE Mepexo]l
HCIIH B HE3aIIUILIEHHOE COCTOSHHUE.

2.5. CBOEBpPEMEHHOCTh — TMpPEANoaracT yIpeKIAIomuid XapaKkTep
Mep oOecriedyeHust OezonacHocTd [IJ[H, TO ecTh MOCTaHOBKY 3ajad 0
kommuiekcHor  3ammure HMCIIJlH u  peanuzanmioo Mep  oOecreueHHs
oe3onacHoctu I/l Ha panHux craausx paspadotku MCIIIH B nemnom u ee
CUCTEMBI 3aIUThl HH(OPMAIIH, B YaCTHOCTH.

2.6. CoBepIeHCTBOBAHHE — npemnoiaraet IMIOCTOSIHHOE
COBEPIICHCTBOBAHUE MEpP M CPEJACTB 3alUThl HH(OpPMAlMM Ha OCHOBE
KOMIUIEKCHOTO TPUMEHEHHSI OPTaHU3alMOHHBIX M TEXHUYECKHX PEIICHUH,
kBanudUKauuu TepcoHana, aHanuza (yHkuuonupoBanus HCIIAn u ee
CUCTEMBI 3alIUThl C Y4YE€TOM U3MEHEHHH YCIOoBUN (YHKIIMOHUPOBAHUS
NCTI/In, mosiBeHUsT HOBBIX METOJOB M CPEJICTB IepexBaTa MHPOPMAIINH,
WU3MEHEHUI TpeOOBaHUI HOPMATUBHBIX JOKYMEHTOB 110 3amuTe [1/1H.

2.7. IlepconanbHasi OTBETCTBEHHOCTh — IMPEAINOJIAraeT BO3JIOKEHUE
OTBETCTBEHHOCTH 3a obecneuenne Oe3omacHoctu [1/1n m MCIIIH Ha Ka)I0ro
UCIIOJHUTENSL B MpPEAelax €ro MOJHOMOYMWA. B CcoOTBEeTCTBHMM € 3TUM
MPUHITUIIOM pacrpe/ielieHue MpaB U 00S3aHHOCTEN MCIIOTHUTENCH CTPOUTCS
TaKUM 00pa3oM, 4TOOBI B ciiydyae JItoOOro HapyIIeHUs] KpyI BUHOBHHKOB ObLIT
YETKO M3BECTEH WA CBEAEH K MUHUMYMY.

2.8. MuHMMaJIbHAsI TOCTATOYHOCTh — MPEAIoiaraeT mpeaoCcTaBICHUE
UCIIOJHUTESIM MHMHUMAJIbHO HEOOXOAMMBIX IMpaB JOCTyna K pecypcam
HCTIJIH B COOTBETCTBUU C MPOU3BOJCTBEHHON HEOOXOIUMOCTHIO, HA OCHOBE
MIPUHIINTIA «3aIPEIICHO BCE, YTO HE Pa3peIIeHO SIBHBIM 00pa3omy.

2.9. T'uOkOoCTh CHCTEMBI 3alIUTBI — TMPEANOJaraeT HaIUIUe
BO3MOXHOCTH BapbUPOBAHUSI YPOBHEM 3allIMIIECHHOCTH NPU HU3MEHEHUU

ycioBuid pynkimonrpoBanus UCIIH.
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2.10. OOGs3aTenbHOCTh KOHTPOJS — MpEAroaraeT 00s3aTeIbHOCTh U
CBOEBPEMEHHOCTb  BBISIBJIEHUS W [PECEYEHUS IMONBITOK HapyLICHUS
YCTaHOBJIEHHbIX IIpaBUi oOecreueHust Oe3omacHocty IIJIH Ha ocHoOBe
UCIIONIb3YEMBIX CHCTEM M CpPEACTB 3amuThl uHpopManuu. KoHTpons 3a
JESATEIIBHOCTBIO KaXKJIOTO I0JIb30BATENS], KaXKIOTO CpPEJACTBA 3alllUThl U B
OTHOILIEHUU KaXXJOTO0 OOBEKTA 3alUThl JOJKEH OCYILIECTBISATHCS HA OCHOBE
NPUMEHEHUSI CPEJICTB KOHTPOJISL M PETUCTPALMH U JOJHKEH OXBAaThIBaTh Kak
HECaHKIMOHMPOBAHHbIE, @ TaK U  CAHKUWOHUPOBAaHHBIE  JECHCTBHUS

OJb30BaTEJIEH.
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3. OcHOBHbIe TPeOGOBaHUS MO 3alUTe UH(POPMAIUM COCTABJISIOLIEH
NEePCOHAJIbHbIC JAHHbIE

3.1. 3amurta wunpopmanmu B UCII[IH sBuserca HEOThEMIIEMO
COCTABHOM YacThIO YNPaBIEHYECKON U HAy4HOU AesTenbHOCcTU MHCTUTYTA UM
JOJKHA OCYILECTBIIATHCS BO B3aMMOCBSI3U C JPYTMMH MEpPaMH IO 3aIlUTe
uHpopmaruu, coctapistoment I[1/1H.

3.2. 3ammTa uHGOpMAIMK SIBISETCA COCTaBHOW YacThio pPaboOT IO
co3manuto u okcryataumu HCIIJH w  [1omkHa OCYIIECTBIATHCA B
YCTaHOBJICHHOM HacTosied [[oTuTHKON Mopsiike U peaan30BbIBATHCS B BUJIC
CHUCTEMBI (TTOACUCTEMBI) 3amuThl 11/]H.

3.3. 3ammTa wHGOpPMAIMK JOJHKHA OCYIIECTBISATHCS IOCPEICTBOM
BBITIOJIHEHUS KOMIUIEKCAa MEPOMPUSATUN TI0 MPEAOTBPALICHUIO YTEUKHU
uHpopMalu 1O TeXHUYeCKuM KaHaimaMm, 3a cuer HCJl x Hel, 1o
OPEAYNPEKIACHUIO  MpPEJHAMEPEHHBIX  MPOTPAMMHO -  TEXHHUYECKHUX
BO3JICHCTBUM C 11€JIbI0 HAPYIICHUS LIEIOCTHOCTU (YHUUTOKEHUSI, UCKAKEHUS )
uH(popmauu B pouecce ee 00padOTKH, Mepeayr U XpaHeHUs], HapyIICHUs
€€ CaHKIIMOHUPOBAHHOM JOCTYITHOCTH U pabotocrnocoonoctu TC.

3.4. B UCII[IH A0mKHBI HCHOJB30BATHCS CEPTUDHUIIUPOBAHHBIC IO
TpeboBaHMsIM 0€30MacHOCTH MHGOPMAIIMK CPEACTBA 3aIIUTHl HHGOPMAIUU U
(MJIM) TEXHUYECKHWE W OpPraHU3allMOHHBIE PEIICHUS, MCKIIOYAIONUE YTEUKY
nHpopMaIu Mo TEXHUYECKUM KaHayiam, 3a cuet HCJI, mpeaynpexnaromniue
HapylieHWe TIEeJIOCTHOCTH WH(OpMAluu © €€  CAHKIMOHUPOBAHHOU
JIOCTYITHOCTH.

3.5. 3ammTa wuHbOpMaUK JOHKHA ObITh Tu(dEepeHIMPOBaHHONW B
3aBUCUMOCTH OT TPHUMEHSEMBIX TEXHHUYECKHX CPEICTB, 00padaThIBAIOIINX

uH(popmMalrio, cocTapistouryto [1/[H, ycTaHOBIEHHOTO ypOBHS 3aIIUILIEHHOCTH
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NUCIIJH, ycranoBnenHoro kmacca WCII[IH u yrBepxkaennoit mia WCIIIx
MOJIEJIN yTPO3.

3.6. Bce ucnonszyembie B UCIIJIH cpeactBa 3amuThl MHDOpMAIUU
JOJKHBI OBITh TMPOBEPEHBI HAa COOTBETCTBHME OTPAHWYCHUSIM U YCIOBUAM
HKCILTyaTallNH, W3JI0’KEHHBIM B ceprudukare COOTBETCTBHS,
AKCIUTyaTallMOHHOM JTIOKyMEHTauuu win Gopmyssipe (I TEXHUYECKUX U
IPOrPaMMHBIX CPEJCTB 3AIIUTHI HHPOPMAIIUH COOTBETCTBEHHO).

3.7. O6pabotka uHpopmanuu cocrasistonieit [1/IH ocymecTBisieTcs
Ha OCHOBaHMHM NMUCBMEHHOIO paspelleHus (mmpukaza) pekropa WHctutyTa, B
KotopoMm 3kcruryatupyercss UCI/IH.

3.8. OTBETCTBEHHOCTh 3a OOECIIEYEHHUE BBINOJIHEHUS YCTAHOBJIECHHBIX
TpeOOBaHMI 0 3aU[UTe HHPOPMALIUK BO3JlaraeTcsl Ha pekropa MHcTuTyTa, B
KOTOPOM co3faercsi (coBepineHcTByeTcs ) u skcruryarupyercs UCIH.

3.9. Bce MUCIIJIlH momKHBI TOPOUTH  OIEHKY 3(PEeKTUBHOCTH
IpUHUMAEMbIX Mep mo obecneyeHuto Oe3omacHoctu [IJIlH A0 Havana

o0paboTku nHbopManmu cocraistomiei [1]1H.
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4. Tlopsimok opraHM3anMM W TMpPOBeleHUst PadoT MO  3aIMTe
uHpopMaLIMHU

4.1. Opranuzanusg paboT MO 3aluTe UHPOPMAIIMU BO3JIaraeTcs Ha
HayaJbHUKA YTIpaBieHUs: HHOOPMAIMOHHBIX TEXHOJOTUN U OIEHKH KayecTBa
oOpa3oBaHUs, OCYIIECCTBISIONIETO pPa3paboTKy (MoaepHU3anuio) u (Win)
skcruryatanuio MCITH.

4.2. Opranuzauus 4 TpoBeJIeHHE paboT Mo 3amwure HHGOpPMAIUH,
cocrapisitoniet [I/lH Ha pasnuuHBIX CTagusX pa3padOTKU, BHEAPECHUS U
skcrryataunu MCII/H onpenensercss aeictByromumMu B PO HOpMaTUBHBIMU
JIOKYMEHTaMH U HACTOAIIUM JIOKYMEHTOM.

4.3. TlpoBenenue paboOT Mo 3amuTe HHGOPMALHUH, COCTABIISIONICH
[1/1H, ocyuiecTBisIeTCs cujaaMu 00pa30BaTEIBLHOIO YUPEKICHUS, B KOTOPOM
co3naercst (coBepiieHctByetcsi) MCII[IH. B ciyyae HEBO3MOXKHOCTH WU
HEIEJIECOO0Pa3HOCTH BBINMOIHEHUSI pabOT MO 3amuTe WHPOPMAIMA CUIIAMU
00pa3oBaTEILHOIO YUpPEXKIACHUS K ITUM padoTaM JOJKHA MPUBJICKATHCS
CHEIHUAIM3UPOBAHHAA OpraHU3alusl, UMEIOIAas COOTBETCTBYIOIINE JIUIIEH3UN
Ha TIPABO BBIMOJIHEHUS padoT u okazanus yciyr o T3KU.

4.4. Craguu co3gaHusi CUCTEMBI 3alTUThI HTHPOPMAIIUU:

— IlpenmpoextHass  cragus  —  BKIIOYAET  IPEANPOECKTHOE
oOcnenoBanne  cosznaBaemoir  WCIIdH, pa3paboTKy aHaJIUTHYECKOTO
000CHOBaHUSI HEOOXOIUMOCTH CO3/JaHMS CUCTEMBI 3aIlUThl MH(POpMaLUU U
TEXHUYECKOTO 3aJIaHHs Ha €€ CO3/IaHHeE.

—  Cragusi npoekTupoBaHus (pa3pabOTKU MPOEKTOB) M peaM3alluU
NCIIIn — Brirovaet pazpadotrky C3I1/In B coctae UCIT/IH.

— Cramus BBOoma B peiictBue cuctembl C3IIJlH — BKIIOYaeT
ONBITHYIO KCILTyaTallMi0 U MPUEMO-CIaTOYHbIE UCTIBITAHUS CPEJICTB 3aLUThHI

uHbOpMalMK, a TakXke OIEHKY 3(PQPEKTUBHOCTH NPUHUMAEMBIX MEp IO
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obecrnieueHuro 6e3omacuocTy [1/1H.

16



5. Ilopsigok obecnevyeHusi 3alIMThl HHPOPMAIMH MPH IKCIUTYyaTAIUU
UCIIIn

5.1. Oxcmnyaraumss MCII/IH ngomkHA OCYHIECTBISATHCA B IOJHOM
COOTBETCTBUHU C YTBEPKICHHON IPOEKTHOM, OpraHu3aluOHHO-
pacropsAuTEILHON U AKCILTyaTaliMoHHOM okyMenTarueit UCI1/IH.

5.2. OTBETCTBEHHOCTh 3a oOecrnedYeHrue 3amuThl WHPOpMauu B
npouecce okcruryarauun  MCII[IH  Bo3naraercs Ha  pyKOBOAMTENS
00pa3oBaTEILHOTO YUPEKICHUS, B BeIeHUU KoToporo Haxoautcs ata UCIT/IH.

5.3. OTBETCTBEHHOCTh 3a COOJIIOJCHHE YCTAHOBJIEHHBIX TpeOOBaHUM
no 3ammure uHpopmammu npu ee oOpadotke B MCII/IH Bozmaraercsi Ha
HETIOCPEACTBEHHBIX HCIIOJIHUTEIIEH NCIIIu (monw3oBaTeNeH,
aJIMUHUCTPATOPOB, 0OCITYKUBAIOIINN TIEPCOHAT).

5.4. 3a HapylieHHME YCTAHOBJEHHBIX TpeOOBaHWWA IO  3alIUTE
uH(pOpMAIUU PYKOBOAWTENh OOpa30BATENbHOTO YUYPEXKIACHUS, B BEICHUU
kotoporo Haxomutcs WCII[IH u (Miau) HEmoCpenCTBEHHBbI HUCIOJHUTEIb
MPUBJIEKAIOTCS K OTBETCTBEHHOCTH B COOTBETCTBHHU C JEHUCTBYIOIIUM B

P® 3akoHOIaTENBECTBOM.
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6. Tlopsiiok opraHu3anuM JAeJ0NPOU3BOACTBA, XPAHEHUSsI U 00paleHusI
HAKOIIMTEJIeH U HOCUTeJ e HH(popManuu

6.1. Bce nakonurtenu u Hocutenu nHpopmanuu coaepxkamme [11a Ha
OyMa)KHOW, MArHUTHOM, MarHUTO - OINITUYECKON U MHON OCHOBE, UCIIOJIb3YEMBIE
B TEXHOJOTHYeCKoM mporecce oopadoTku nnpopmarmu B UCII/IH, moanexar
yU€Ty, XPaHEHUI0O M OOpALIEHUI0 B COOTBETCTBUM C TpeOOBaHUAMU
KOH(UIEHIIMAIBHOTO €0 POU3BO/CTBA.

6.2. Opranuzanus ¥ BeJAeHUE ydeTa HakomuTenen u Hocurenend [1/]H,
OpraHu3alysl UX XpaHEeHMs, OOpalleHUs] U YHUUTOXKEHUS OCYIIECTBIISIOTCS
OTBETCTBEHHBIMU JEJIOTPON3BOAUTEISIMU KOH(UACHIIMATHEHOTO
JIEIIONPOU3BOICTBA.

6.3. [1Ix, mommKkHBI 060CO0IATHCS OT MHOM MH(GOPMAIUH, B YaCTHOCTH
nyTeM (uKcanMu WX Ha OTACIBHBIX MaTepuaibHbIX HocuTensx [I/lH, B
CHELMANIBHBIX pa3/iesaxX Wi Ha NoJsX Gpopm (6J1aHKOB).

6.4. llpu Quxcauun I[1[[H Ha MaTepuUaIbHBIX HOCHUTENAX HE
JomyckaeTcsi ¢uKcalys Ha OJHOM MarepuaibHoM Hocutene [1/lH, menm
00pabOTKU KOTOPBIX 3aBEOMO HE COBMECTHMBI.

6.5. lns oOpaboTku paznuuHbix kateropuit I1J[H, ocymiecTBiseMoit
0e3 HCIOJb30BaHUS CPEJICTB aBTOMATH3allUM, NI Kakaou kareropuw I1/1x
JIOJKEH MCIIOJIb30BAThCS OT/IEIbHBINA MaTepUaibHbI HOCUTENb.

6.6. O6pabotka II/[n Oe3 wucmoONb30BaHHS CPEACTB aBTOMATH3AIUU
JOJDKHA OCYIIECTBIISATBCS TaKUM 00pa3oM, 4YTOObI B OTHOILEHUHU KaXKJOM
kareropun [IJlH MoxxHO ObUIO omnpenenuTs Mecta xpaHeHus [IJ{n
(MaTepHabHBIX HOCUTEINEH) U YCTAHOBUTH MEPEUEHb JIUII, OCYIIECTBISIONTNX

o0pabotky [1/]x# m1O0 MMeromux K HUM JOCTYII.

18



6.7. Jomxkno  oOecneunBaThcsi — pasmenbHoe  xpanenue  [1JIn
(MaTepUaNbHBIX HOCHUTENEH), 00pabOTKa KOTOPBIX OCYIIECTBIAETCS B
Pa3IMYHBIX LEISIX.

6.8. Ilpu xpaHeHUU MaTepUANBHBIX HOCUTEJECH TOJKHBI COOTIOAATHCS
ycioBusi, obOecrneunBatouie coxpaHHocth I[IJ/IH wu  uckmrouaromue

HCC&HKHHOHI/IpOBaHHHﬁ K HUM OOCTYII.
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7. Kontpoub cocrossnus u 3¢dpexrusroctu 3ammtsl UCIIIH

7.1. B UCIIJIH noKeH OCYIIECTBIATHCS KOHTPOJIb U (WJIM) ayJIuT
cooTBeTcTBUS 00paboTku [1/lH neiictByrommM B P® 3akoHOIATENbCTBY H
TpeboBaHusM K 3ammuTte [1JIH, a Tak sxe HacToseh [lonuTuke U JTOKaJIbHBIM
aKTaM 00pa30BaTENIbHOTO YUPEKICHUSI.

7.2. KoHTponb 3aKiio4aeTcss B OLIGHKE BBIMIOJHEHUS TpeOOBaHUMN
HOPMATUBHBIX JOKYMEHTOB, OOOCHOBAaHHOCTH TPUHSTHIX MEpP M OIECHKE
3 PEKTUBHOCTH MPUHATHIX Mep 1o obecnieyenuto [1/1H.

7.3. Kontponbs monpasfensercs Ha ONEPATUBHBIN M TUIAHOBBIN
(mepuogvecKuit).

7.4. B npouecce oskcrutyaranuu HCI[JlH B mensix  3amuThl
unpopmarun ot HCJI ocymecTBiasiOTCS ONEpaTUBHBIA KOHTPOJIb U
HNEPUOJMUYECKUIA KOHTPOJIb 32 BBIIIOJIHEHUEM HCIHOJHUTENSAMU TpeOOBaHUI
JEUCTBYIOIMX HOPMATUBHBIX JOKYMEHTOB II0 BoOmpocaM oOecreyeHus
Oe3omnacHocTH U 3anuThl [1/1H.

7.5. C 1enbo CBOEBPEMEHHOTO BBISIBIICHUS U MPEAOTBPALLEHUS YTEUKU
uH(popMaluy, HCKIYEHUs WM cyuectBeHHoro 3atpyaHenus HCJ u
IPEeIOTBPALICHHs CIIEHUATbHBIX BO3JAEHCTBUI (IIPOrpaMMHO-TEXHUYECKUX U
Ip.),  BBI3BIBAIOLIMX  HApyLIEHHWE  IEJOCTHOCTH  HH(pOpMauuu  WIK
paborocnioco6HOCTh TexHHueckux cpencts, B MCII[H o0pa3oBaTenbHbIX
YUpEXKACHUI TPOBOJUTCS TJIAHOBBIA MEPUOJAMUYECKUI (HE pexe OJHOro pasa
B I'0J1) KOHTPOJIb COCTOSIHUSA 3aIlUThl HH(OPMALIIH.

7.6. Ilpu nmpoBeneHUY MIIAHOBBIX MPOBEPOK OCYLIECTBISETCS KOHTPOIb
BEJICHUS YYETHOU ToKyMeHTauuu, 3amuineHHoctd UCII/Jn ot yreuku 111 mo
TEXHUYECKUM KaHajlaM, BBIOOPOUHBIA KOHTPOJb COAEPKUMOTO HAaKOMUTENIEH U

HoOcuTelNel napopmanuu, 1 T.11.
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7.7. Pe3ynbrarhl KOHTPOJSE OGOPMIISIOTCS aKTaMH, 3aKJIIOUEHUSMU U

3aIIucCsIMHU B BKCHHyaTaHHOHHOﬁ JAOKYMCHTAIWH.
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